
 

What is “phishing”  

Phishing is a fraudulent attempt to steal personal information – such as credit 
card numbers, social security numbers, account numbers, usernames, and 
passwords. Never respond to “phishing” emails which ask you to reply with such 
information.  

  

What to look for in a phishing email  

1. Are the URLs legitimate? 
Even if a link has a name you recognize somewhere in it, it doesn't mean 
it links to the real organization. Hover your mouse over the link and see if 
it matches what appears in the email. If there is a discrepancy, don't click 
on the link.  Also, websites where it is safe to enter personal information 
begin with "https" — the "s" stands for secure. If you don't see "https" do 
not proceed.  However, in order to be extra cautious, it is best practice to 
always open a new window and go to the site directly without using the 
email link provided in an email. 

 
2. Is my email address listed as the From address? 

If you notice that your email address is being identified as the From 
address, this is a sign of a fake email message. Along those same lines, if 
the To field shows a large list of recipients, you should also be cautious. 
Legitimate emails will most likely be sent directly to you and you only. You 
may see “undisclosed recipients” and this is something to keep an eye on 
as well. It could be a valid send, but double check by using the other tips 
identified above. 
 

3. Requests personal information. The point of sending phishing email is 
to trick you into providing your personal information. If you receive an 
email requesting your personal information, it is probably a phishing 
attempt.  
 

4. Suspicious attachments 
Is this email in your inbox the first time your bank has sent you an 
attachment? The majority of financial institutions or retailers will not send 
out attachments via email, so be careful about opening any from senders 
or messages that seem suspicious. High risk attachments file types 
include: .exe, .scr, .zip, .com, .bat.   
 

5. Urgent/Too good to be true 
If an email seems too good to be true, it most likely is. Be cautious with 
any message offering to place money into your bank account by simply 
“clicking here”. Also, if the content places any kind of urgency as far as 
“you must click into your account now”, it is most likely a scam and should 
be marked as “junk”. 
 


